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Fraud is a billion-dollar business and it is increasing every year. “In PwC’s 2018 Global 
Economic Crime and Fraud Survey, only 49% of global organisations said they’d been a 
victim of fraud and economic crime.”  1

 
Corporate networks are at great risk of fraud attempts, for instance, exfiltrating corporate 
secrets or command and control attacks. While network security is the main application of 
this project, many systems are exposed to a great risk of similar fraud attempts. For 
example, banking systems are subject to money laundry attempts, credit card holders may 
be victims of fraud, and the owner of some property (say a lake from which fish can be 
extracted) may be subject to illegal plundering. For large systems, the fraud may be difficult 
to detect due to random fluctuations in the underlying system, and it is in general not 
possible to distinguish whether a sudden change in value is due to natural fluctuations or 
due to the existence of a fraudster. 
 
Crucial in such situations is to detect fraud as quickly as possible, and to take appropriate 
action. Depending on the situation, such action can be to clean the system at a certain cost, 
or to accept the fraud and instead minimize the damage (for example by spreading false 
information).  
 
This project proposes to set up and analyse different models for fraud detection.  
Mathematically, these kinds of problems lead to advanced stochastic optimization problems 
combining filtering (learning about the existence of fraud), stopping (when to clean the 
system) and control (how to spread disinformation). Additionally, strategic considerations 
may be included if the fraudster has the possibility to choose the fraud rate in order to 
balance between hiding their existence and extraction of information. Such games are highly 
asymmetric as the network owner and the fraudster have different types of control at their 
disposal, as well as different information at hand. Such strategic problems of stochastic 
optimal control under incomplete information have been sparsely studied. 
 
One of our main applications is the detection of DNS-tunneling in order to protect corporate 
secrets. Domain name system, or DNS, is the protocol that translates human-friendly URLs, 
such as themix.ai, into machine-friendly IP addresses, such as 13.53.194.146. 
Cybercriminals know that DNS is widely used and trusted. DNS tunneling exploits the DNS 
protocol to tunnel malware and other data through a client-server model. 

1. The attacker registers a domain, such as malicious.com. The domain’s name server 
points to the attacker’s server, where a tunneling malware program is installed. 

1 Lavion, Didier; et al. "PwC's Global Economic Crime and Fraud Survey 2018" PwC.com. 

 



2. The attacker infects a computer, which often sits behind a company’s firewall, with 
malware. Because DNS requests are always allowed to move in and out of the 
firewall, the infected computer is allowed to send a query to the DNS resolver. The 
DNS resolver is a server that relays requests for IP addresses to root and top-level 
domain servers. 

3. The DNS resolver routes the query to the attacker’s command-and-control server, 
where the tunneling program is installed. A connection is now established between 
the victim and the attacker through the DNS resolver. This tunnel can be used to 
exfiltrate data or for other malicious purposes. Because there is no direct connection 
between the attacker and victim, it is more difficult to trace the attacker’s computer. 

 
One way to detect such an attack is to first find DNS requests that have no data transfer in 
another protocol, like http. Then the goal is to detect if there is a “drift” in the amount of 
requests as well as the information content of the request, beyond baseline noise. The 
model that we propose to analyse provides one way of performing this detection under the 
assumption that the fraudster is avoiding detection by adjusting the fraud rate. Another 
aspect is that, due to the large quantity of data of a network data-stream, the method needs 
to be computationally efficient. In general, attempting to solve such problems numerically is 
via Reinforcement Learning techniques, but they quickly become computationally infeasible 
due to the sheer amount of data, and decisions need to be taken in real time. On the other 
hand, a successful analysis and an identification of optimal policies in the stochastic 
optimization problem mentioned above provide a computationally feasible way of performing 
real-time detection. 
 
This project explores opportunities in combining mathematics and machine learning methods 
to develop tools to detect and handle fraud in situations with large volumes of data. It will be 
a joint effort of the Department of Mathematics, Uppsala university and Combient Mix. 
Combient Mix is a data science and analytics company and a member of the Combient 
Group, a business transformation company and collaboration network of Nordic leaders in 
multiple industries. 
 
The successful candidate will be supervised jointly by Benny Avelin (main advisor), Håkan 
Persson and Erik Ekström.  
 
Basic qualifications (courses in at least one of the following): 

1. Analysis 
2. Probability / Stochastics 
3. Statistics 
4. Machine Learning 

Preferred qualifications: 
1. Programming 

 


